August 10, 2016

By electronic delivery to:
www.regulations.gov

Monica Jackson, Office of the Executive Secretary
Bureau of Consumer Financial Protection

1700 G Street, NW

Washington, D.C. 20552

Re: Amendment to the Annual Privacy Notice Requirement Under the Gramm-Leach-
Bliley Act (Regulation P) — Docket No. CFPB-2016-0032

Dear Ms. Jackson:

The undersigned associations (Associations), the American Bankers Association (ABA), the
Consumer Bankers Association (CBA), the Financial Services Roundtable (FSR), the
Independent Community Bankers of America (ICBA) and the Securities and Industry Financial
Markets Association (SIFMA)?! appreciate the opportunity to comment on the Bureau of
Consumer Financial Protection’s (Bureau) proposed changes to Regulation P implementing the
Gramme-Leach-Bliley Act of 1999 (GLBA).? The proposal would implement the change adopted
by Congress on December 4, 2015 in an amendment, titled “Eliminate Privacy Notice
Confusion,” to the Fixing America’s Surface Transportation Act (FAST Act);* that amendment
added section 503(f) to GLBA.®

We Welcome Congress’ Simplified Approach

GLBA and its implementing regulation require financial institutions to furnish customers with an
annual privacy notice.® This mandate provides minimal consumer benéefit, yet it imposes
considerable cost to providers. For many years, the industry has supported steps that would
simplify and streamline the annual privacy notice requirements.’ In fact, since the GLBA annual
notice requirements were published in 2000, our members have reported that one of the least
useful elements of the privacy notice requirements has been the annual privacy notice,

1 The Associations are more fully described in an appendix to this letter.

2 Annual Privacy Notice Requirement Under the Gramm-Leach-Bliley Act (Regulation P), 81 Fed. Reg.
44801, July 11, 2016, available at https://www.federalreqgister.gov/articles/2016/07/11/2016-
16132/annual-privacy-notice-requirement-under-the-gramm-leach-bliley-act-regulation-p

3 FAST Act, Pub. L. No. 114-94, s.75001.

41d. https://www.congress.gov/114/bills/hr22/BILLS-114hr22enr.pdf

5 Gramm-Leach-Bliley Act, Pub. L. No. 106-102.

612 CFR §1016.5.

7 See, e.g., Letter from ABA, Credit Union Nat'l Ass'n, ICBA and Nat'l Ass’n of Fed. Credit Unions to
Senate (Mar. 21, 2013), available at:
https://www.icba.org/files/ICBASites/PDFs/Joint%20Trades%20Support%20L etter%20Privacy%20Notice
s%20Modernization.pdf; ABA memo to members of the U.S. House of Representatives (Dec. 4, 2012),
available at: http://www.aba.com/Advocacy/L etterstoCongress/Documents/PrivacyNotices-HouseMemo-
120412.pdf and Letter from the Associations to Monica Jackson, Bureau of Consumer Fin. Prot. (July. 14,
2014), available at: http://www.consumerbankers.com/sites/default/files/2014-07-
14%20J0int%20Comment%20L etter%20t0%20CFPB%20re%20Requlation%20P%2C%20privacy%20pro
visions%200f%20Gramm-Leach-Bliley.pdf
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especially for those companies that do not share information outside one of the statutory
exceptions and that have not changed their information sharing practices since the last time a
customer was given the disclosure.

To respond to these concerns, the Bureau amended Regulation P in 2014 to offer an alternative
means for providers to comply with the statutory annual notice requirement. However, the
Bureau’s final rule® included a number of conditions and qualifications that significantly limited
its use by financial institutions. For example, under the Bureau’s alternative delivery notice,® a
financial institution is required to post the notice online and annually notify consumers in a
written or electronic form that the information is available online. These conditions eliminated
any benefits from the 2014 proposal and deterred institutions from taking advantage of the
intended relief.

Subsequently, the United States Congress amended GLBA to eliminate the annual notice
requirement demonstrating its concurrence that these notices provide little perceived consumer
benefit and, in fact, may contribute to consumer information overload. The FAST Act'°
eliminated the annual privacy notice provided a financial institution meets two simple conditions.
First, the financial institution can only share information within the parameters of one of GLBA's
statutory exceptions. Second, the institution may not have changed its information sharing
practices since the last time the customer was provided with a privacy notice.

We supported this Congressional action and recommended a similar simplified approach to the
Bureau in our 2014 comments.! While the FAST Act provision is self-enacting and does not
require regulatory implementation, the Associations contacted the Bureau last December to
urge them to update Regulation P to be consistent with the revised GLBA statute. The current
proposal would do just that.

We Appreciate the Bureau's Clarifying Proposal

On Friday, July 1, 2016, the Bureau issued a proposal to conform Regulation P with the privacy
notice FAST Act provision that was effective on December 4, 2015. The Federal Register notice
was published on July 11, 2016 and opened a period of 30 days to comment.*?

The proposal would codify the FAST Act amendment to GLBA to allow banks that satisfy the
two simple statutory conditions to forgo sending customers annual privacy notices. As noted
above, the first condition is that the financial institution only shares personal non-public

8 Amendment to the Annual Privacy Notice Requirement Under the Gramm-Leach-Bliley Act (Regulation
P), 79 Fed. Reg. 64057, Oct. 28, 2014, available at:
https://www.federalreqgister.gov/articles/2014/10/28/2014-25299/amendment-to-the-annual-privacy-notice-
requirement-under-the-gramm-leach-bliley-act-regulation-p

912 CFR 8§ 1016.9(c), http://www.consumerfinance.gov/about-us/newsroom/cfpb-finalizes-rule-to-
promote-more-effective-privacy-disclosures/

10 Fixing America’s Surface Transportation Act, Pub. L. No. 114-94.

11 |etter from the Associations to Monica Jackson, Bureau of Consumer Fin. Prot. (July. 14, 2014),
available at http://www.aba.com/Advocacy/commentletters/Documents/cl-cfpb-privacy2014July.pdf

12 Annual Privacy Notice Requirement Under the Gramm-Leach-Bliley Act (Regulation P) 81 Fed. Reg.
132 (July 11, 2016) available at: https://www.gpo.gov/fdsys/pka/FR-2016-07-11/pdf/2016-16132.pdf
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information about a customer under one of the limited statutory exceptions.® Second, the
financial institution must not have changed its information sharing policies or practices since the
last time a customer was provided the privacy notice.

We support this change because it is simpler than the alternative delivery method the Bureau
adopted in 2014. Because a bank that satisfies the conditions for the alternative delivery also
would meet the conditions of the statutory change, the Bureau recognizes that the statutory
change makes it unlikely that banks will continue to use the 2014 alternative delivery method.
Therefore, we support the Bureau’s proposal to eliminate the 2014 amendment to the rule* for
the following reasons:

1. Itis unlikely that consumers will even be aware they are no longer receiving yet another
disclosure in their mail. In fact, they are likely to benefit from decreasing information
overload;

2. Itis unlikely that financial institutions will continue to use a complex means of
compliance when a simple one is available; and

3. It eliminates the confusion generated by the differences between the rule and the statute
governing the obligations for the annual privacy notice.

l. Fair Credit Reporting Act Requirements

The Associations also support the proposed clarifications about the Fair Credit Reporting Act
(FCRA) notifications that may be included in the annual privacy notice. Under Regulation P, the
model notice and the alternative delivery method also address disclosures about information
sharing under FCRA and information shared with affiliates. The FAST Act amendment,
however, only applies to the GLBA regulations on information sharing, not the FCRA
disclosures. The Bureau’s proposal would address the two FCRA elements covered in
Regulation P, a step the Associations believe is helpful.

The first FCRA provision®® addressed in Regulation P excludes from the definition of a credit
report any information shared with an affiliate, including transaction and experience information.
For any other information, a consumer must be notified and given an opportunity to opt out
before the information can be shared. Similarly, another FCRA provision!® addressed in
Regulation P requires that when non-public personal information is shared with an affiliate, a
consumer must be notified and given a right to opt out before the information can be used by
the affiliate for marketing purposes.

When drafting the initial Regulation P, the regulatory agencies responsible for implementation,
with the support of industry, included provisions on affiliate information sharing to streamline the
notice requirements. It seemed logical — and convenient for consumers — to coordinate the
notices provided to consumers about how information about them was collected and shared on

13 The regulatory exceptions implementing the statutory exceptions are found at 12 CFR 88 1016.13,
1016.14 and 1016.15. Basically, these exceptions permit joint marketing arrangements, steps to service
an account or carry out a transaction or to protect against fraud or meet a separate legal requirement
such as a court order.

14 The Bureau points out that this would still permit the bank to post its privacy notice online.

1515 U.S.C. 6803(c)(4); 12 C.F.R. § 1016.6(a)(7)

1615 U.S.C. 1681s-3(b); 12 C.F.R. § 1022.23(b)



one document, even though the requirements that applied to that information came from two
different statutes.

As a result, the first provision on affiliate information sharing was included in the model notice
and required to be included in the annual privacy notice by Regulation P. Although not
mandatory, the notice and opt-out for marketing purposes could be included in the annual
privacy notice voluntarily and many financial institutions took advantage of the streamlined,
combined notice to consumers. However, it is important to recognize that even though the
FCRA notices were incorporated into the annual privacy notice, FCRA does not require its
disclosures to be sent annually.

Under the Bureau’s 2014 amendment to Regulation P, a financial institution was not eligible to
use the alternative delivery method if it was required to give consumers the right to opt out,
including the opt-outs under FCRA. Although the Associations urged the Bureau to adopt a
more flexible approach,?’ the Bureau finalized the alternative delivery provision, which ultimately
prevented a significant number of financial institutions from eliminating their annual privacy
notice mailing.

Since many institutions could not utilize this much needed relief, we were pleased the FAST Act
and subsequent Bureau proposal did not condition eligibility for elimination of the annual privacy
notice on FCRA opt-out requirements.

We support a streamlined approach that permits a bank to take advantage of the relief by simply
satisfying the two conditions set forth in the statute. This welcome change will clear up much
confusion. We also agree with the Bureau that the FCRA notification requirement is satisfied if a
financial institution includes information about the information sharing with affiliates required by
FCRA in its initial privacy notice, because the FCRA does not require an annual reminder, and
as long as the financial institution continues to meet the necessary requirements under FCRA.

Il. Changes to Information Sharing Practices

One of the conditions that a financial institution must meet in order to eliminate the annual
privacy notice is that it must not have changed its information sharing practices. However, the
privacy notice currently includes two other specific disclosures: (1) information about the
categories of nonpublic information that a financial institution collects and (2) the data security
practices in place to protect customer information. Although these are not information sharing
provisions, they are part of the annual privacy notice.

The Bureau has determined that since the statutory changes address information sharing,
changes to the categories of information collected or changes to data security practices do not
affect whether a bank can eliminate the annual privacy notice. In other words, a change to a
bank’s data security program is not a change that would require issuance of the annual privacy
notice.

The Associations agree that the sole focus should be on information sharing. Perhaps the most
beneficial aspect to this approach is that it eliminates questions about whether changes to data

17 See, e.g., Letter from the Associations to Monica Jackson, Bureau of Consumer Fin. Prot. (July 14,
2014), available at: http://www.aba.com/Advocacy/commentletters/Documents/cl-cfpb-
privacy2014July.pdf
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security practices might prevent a financial institution from taking advantage of the exception.
Given the current incidence of cyber security threats, the emphasis should be on encouraging
institutions to update and enhance information security. Assurances that the adoption of
improved security practices does not eliminate the availability of the annual privacy notice
exception advances that goal.

M. Delivery of a Privacy Notice After a Financial Institution No Longer Qualifies
for the Exception

Recognizing that there will be occasions when a bank no longer qualifies for the annual privacy
notice exemption, the proposal addresses how and when a bank must send a privacy notice
following the institution’s policy change. The proposal adopts a two-tiered approach regarding
the timing of the notice.

The first tier addresses situations in which the change would require notice to be provided to the
customer before information can be shared.® The Bureau would treat this the same as an initial
privacy notice where the notice about the change is considered to have been sent in year one.
Following that notice, the institution is required to send an annual notice by December 31 in the
following year.

Under the second tier, where advance notice to the consumer is not required, a privacy notice
would be required within 60 days after the change takes effect. Although there are no examples
of what type of information would be covered, the Bureau believes this would be a one-time
notice since further changes would not be anticipated. Presumably, then, the bank could take
advantage of the exception in future years, absent other changes.

V. Coordination with other Agencies

Originally, under Section 504 of GLBA rulewriting authority was conferred on the federal
banking agencies, the National Credit Union Administration (NCUA), the Secretary of the
Treasury, the Securities and Exchange Commission (SEC), and the Federal Trade Commission
(FTC).1®

Since 1999, there have been changes to the statute, and the Dodd—Frank Wall Street Reform
and Consumer Protection Act (Dodd-Frank Act)?° transferred rulewriting authority from the
federal banking agencies and the NCUA to the Bureau but not the SEC or the FTC. However,
the agencies are still required to consult with each other to ensure that, to the extent possible,
the regulations are coordinated.?

1812 C.F.R. 8 1016.8(a).

1915 U.S.C. 6804.

20 The Dodd—Frank Wall Street Reform and Consumer Protection Act, 2010, Pub. L. No. 111-203.
2115 U.S.C. 6804



Many of our members are also subject to regulations of the SEC and its implementing rule,
Regulation S-P.?2 Although the SEC did not amend its rule to provide an alternative delivery
mechanism similar to the Bureau’s 2014 final rule, the Associations strongly encourage the
Bureau to coordinate the disclosure requirements with the other affected agencies because it is
critical the agencies maintain consistency and minimize confusion, and provide clarity for
consumers and for the affected industries.

Conclusion

The Associations appreciate the Bureau requesting comment on this proposal and believe, if
adopted as proposed, it will streamline regulatory requirements, coordinate statutory and
regulatory mandates, and clarify several questions about the coordination between GLBA and
FCRA notices. The Assaciations believe there are additional opportunities that would serve
consumers by facilitating information sharing between affiliates, particularly to take advantage of
new technologies. We look forward to a continuing dialogue with the Bureau so that we can
serve our customers in the most efficient and effective ways possible. We thank you for the
opportunity to comment and welcome any questions or feedback.

Sincerely,

Robert G. Rowe, Il
Vice President & Associate Chief Counsel, Regulatory Compliance
American Bankers Association

Kate Larson
Regulatory Counsel
Consumer Bankers Association

Rich Foster

Senior Vice President & Senior Counsel for
Regulatory and Legal Affairs

Financial Services Roundtable

Lilly Thomas
Vice President & Senior Regulatory Counsel
Independent Community Bankers of America

Melissa MacGregor
Managing Director & Associate General Counsel
Securities Industry and Financial Markets Association

2217 C.F.R. § 248, Subpt. A - Regulation S-P: Privacy of Consumer Financial Information and
Safeguarding Personal Information



Appendix

The Associations

American Bankers Association. The American Bankers Association (ABA) is the voice of the
nation’s $16 trillion banking industry, which is composed of small, regional and large banks that
together employ more than 2 million people, safeguard $12 trillion in deposits and extend more
than $8 trillion in loans.

Consumer Bankers Association. Founded in 1919, the Consumer Bankers Association (CBA)
is the trade association for today's leaders in retail banking - banking services geared toward
consumers and small businesses. The nation's largest financial institutions, as well as many
regional banks, are CBA corporate members, collectively holding well over half of the industry's
total assets. CBA'’s mission is to preserve and promote the retail banking industry as it strives to
fulfill the financial needs of the American consumer and small business.

Financial Services Roundtable. As advocates for a strong financial future™, FSR represents
the largest integrated financial services companies providing banking, insurance, payment and
investment products and services to the American consumer. Member companies participate
through the Chief Executive Officer and other senior executives hominated by the CEO. FSR
member companies provide fuel for America’s economic engine, accounting directly for $92.7
trillion in managed assets, $1.2 trillion in revenue, and 2.3 million jobs. More information on
FSR is available at http://fsroundtable.org/.

Independent Community Bankers of America. The Independent Community Bankers of
America®, the nation’s voice for more than 6,000 community banks of all sizes and charter
types, is dedicated exclusively to representing the interests of the community banking industry
and its membership through effective advocacy, best-in-class education and high-quality
products and services.

With 52,000 locations nationwide, community banks employ 700,000 Americans, hold $3.6
trillion in assets, $2.9 trillion in deposits, and $2.4 trillion in loans to consumers, small
businesses, and the agricultural community. For more information, visit ICBA’s website at

www.icba.org.

Securities Industry and Financial Markets Association. SIFMA is the voice of the U.S.
securities industry. We represent the broker-dealers, banks and asset managers whose nearly 1
million employees provide access to the capital markets, raising over $2.5 trillion for businesses
and municipalities in the U.S., serving clients with over $20 trillion in assets and managing more
than $67 trillion in assets for individual and institutional clients including mutual funds and
retirement plans. SIFMA, with offices in New York and Washington, D.C., is the U.S. regional
member of the Global Financial Markets Association (GFMA). For more information, visit
http://www.sifma.org.
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