	Mastercard Identity Check Authentication Program—Issuer Program Enrollment Form
	[image: image1.png]mastercard.







	Introduction

	This form identifies the Customer below as enrolling in the MasterCard Identity Check Authentication Program (“Program”) provided by Mastercard International Incorporated and having completed functional testing requirements. To complete enrollment into the Program, complete, sign and return this enrollment form (“Enrollment Form”) and the functional testing completion letter to: Identity_check_customer_support@mastercard.com

	Terms and  Conditions

	Capitalized terms used and not defined herein shall have the meanings ascribed to them in the MasterCard Rules manual, as may be amended from time to time (the “Rules”), (b) the Mastercard Identity Check Authentication Program Guide as may be amended from time to time (the “Program Guide”), and/or (c) applicable specifications, documentation, guidelines and bulletins associated with the Mastercard Identity Check Authentication Program (“Documentation”).  All applicable provisions set forth in the Rules, the Program Guide and Documentation are incorporated herein by reference.

	By executing and delivering this Enrollment Form and the Exhibits, Customer agrees as follows:

	1.
Customer shall pay all fees associated with the Program as announced and described in the applicable Region Pricing Bulletins.  
2.
As part of the Program, Mastercard will provide directory server services as set forth in the Documentation. Directory server services include the following  set of activities in the course of a 3D Secure transaction:: 

a.
Maintaining the acquirer BIN/merchant id combinations

b.
Maintaining list of issuer account ranges and their Associated ACS URL as provided by the designated contact set forth in the “Authorized Activities”, Exhibit B Part 4, attached hereto.

c.
Validating the 3DS Secure messages

3.
Successful Functional or Compliance testing is required prior to production launch. Testing shall consist of completing all applicable test cases provided in the Mastercard SecureCode Compliance and Functional Test Facility Policies and Procedures. MasterCard will provide a facility for testing that will enable Customer and its ACS providers to validate solutions’ functionality prior to Program launch.  Fees applicable to such tests are provided in the applicable Region Pricing Bulletin.

4. 
Customer shall comply with all applicable provisions of the Rules, Program Guide and Documentation.   Participation in the Program is an Activity of Customer, subject to the Rules.  

5. 
Customer is responsible for maintaining Mastercard Identity Check compliant participating account ranges and appropriate ACS URL on the directory server.  This includes new additions, changes, and deletions that remove account ranges in the event of a portfolio sale or relinquishment.  All such requests to Mastercard shall be provided by the designated contact provided in the “Authorized Activities section”, Exhibit B Part 4, attached hereto.

6. 
Customer is responsible for insuring all back office processes have been enabled to support 3DS authentication, including authorization and clearing.

7. 
Customer is responsible for providing all information as requested in Exhibits A and B, attached hereto.

8. 
Customer shall ensure, as necessary and applicable, that (a) cardholders are properly informed and, have given proper consent, in accordance with applicable laws and regulations with respect to the Program, (b) personal data relating to cardholders may be used, disclosed or otherwise processed by Mastercard in connection with the Program; and (c) the process for handling data subject access requests from cardholders relating to the Program meets any relevant regulatory requirements.


	Contact Information

	Customer Licensed Entity:
	     

	Street Address:
	    

	City:
	     
	State/Province:
	     

	Country:
	United States
	ZIP/Postal Code:
	    

	CIS Project Number:
	     
	Primary ICA Number:
	     

	Customer ID:
	     
	

	Accepted and Agreed By

	Customer Name:
	     
	Date:
	     

	Title:
	     
	
	

	Exhibit A—Pricing

	MasterCard Global Directory Server Pricing can be found in the applicable Region Pricing Bulletins

	Exhibit B

	There are 5 parts contained within Exhibit B: Access Control Configuration; Identity Check Authentication Method; Enrollment URL listing; Certificate Validation Password and Authorized Contacts; Authorized Activities Contacts

	Access Control Configuration Information (Part 1)

	Indicate the ACS service that best describes your solution:

	
	 Hosted on a third party platform: 
	Specify hosting partner:
	CardinalCommerce

	
	 In-House developed solution: 
	Specify solution:
	

	
	 In-House using a third party software package: 
	Specify software package:
	

	Identity Check Authentication Method (Part 2)

	Complete both sections below “describe Primary authentication method” and “describe fallback method”.  If using a risk based solution, include the method(s) used for step up

	Describe Primary Authentication Method:

	
	 Risk Based Authentication (RBA), with an approved challenge method listed below:

	
	
	 One-Time Password (via SMS or mobile app)

	
	
	 Biometric Fingerprint Match [Mastercard certified solution]

	
	
	 Biometric Facial Recognition [Mastercard certified solution]

	
	 Biometric Fingerprint Match [Mastercard certified solution] (without RBA)

	
	 Biometric Facial Recognition [Mastercard certified solution] (without RBA)

	
	 Biometric Voice Recognition (when combined with another factor such as dynamic code or location data)

	
	 SMS with one-time password

	
	 Interactive Cards with pin pads

	
	 Push notification requesting transaction approval from cardholder [out of band method]

	
	 Handheld token generators such as key fobs [when method is shared with online banking]

	
	 Partner [issuer] login method which forces cardholder to be re-directed to issuer site for the method to be verified

	
	 Other solutions certified within Mastercard Approved CVM (Cardholder Verification Method) Program 

	
	Describe: 
	Customer will use RBA authentication with rules that will result in pass/fail of the transaction.


	Select Fallback Method, if applicable for the above primary methods of authentication:

	
	 Email with one time use password

	
	 SMS with one time use password

	
	 N/A

	Certificate Validation Password (Part 3)

	Provide the password that will be used to validate all certificate requests sent to MasterCard.  All passwords must contain at least eight characters in length and must contain at least one upper case letter, one lowercase letter, one number and one special character ( For example: @, #, or !).

	Password:
	C@rdinal1!
	

	This certificate validation password is used to decrypt the Certificate Signing requests (CSR) for Customer production certificates sent to Key_management@mastercard.com.  The enrolled ICA number must also be included in the CSR email request.  Customers are responsible for archiving and maintaining their own certificate validation password.

	Changes to the certificate validation password must be submitted by an authorized contact by updating the contact information in part 4 below and submitting a new program enrollment form: 

	     
	

	Authorized Activities—Contact Information (Part 4)

	MasterCard requests the names of individuals and the responsibilities they are allowed to perform on behalf of the Customer in relation to the Program.  The responsibilities include submitting certificate requests and directory server add, update or delete requests.  At least one of the names listed must be from the Customer, and please do not include a group mailbox.

	Request Certificate:  The designated contact is authorized to request end-entity SSL server certificate for connecting with the MasterCard Directory Server, as well as a digital signing certificate used to sign PARes messages returned to the merchant MPI.  This contact may be used if there are questions regarding the certificates.

	Provide Directory Updates: The designated contact is authorized to directly provide MasterCard with card range updates for the MasterCard directory.  This contact may be used if there are questions about the directory server request.


	Action
	Contact Name
	Contact Organization
	Contact Phone
	Contact Email
	Contact is allowed to request certificates
	Contact is allowed to provide directory server Adds, deletes and Updates

	 FORMDROPDOWN 

	Ben Kania
	CardinalCommerce
	1.440.352.8444 x 1259
	bkania@cardinalcommerce.com
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	Ryan Havrilla
	CardinalCommerce
	1.440.352.8444 x 1166
	havrilla@cardinalcommerce.com
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	Bill Clark
	CardinalCommerce
	1.440.352.8444 x 1169
	bclark@cardinalcommerce.com
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	Alan Nevels
	ICBA Bancard
	202.821.4317
	Alan.Nevels@icba.org
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 



	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	 FORMDROPDOWN 

	     
	     
	     
	     
	 FORMDROPDOWN 

	 FORMDROPDOWN 
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